Sophos VPN - MFA Guide using
Sophos Intercept X

All images are from Android / Google Pixel, but the general process is the same on Apple
phones.

1. Install the Sophos Intercept X for Mobile application.

e Google Play Store: Sophos Intercept X for Mobile

e App Store: Sophos Intercept X for Mobile



https://play.google.com/store/apps/details?id=com.sophos.smsec&hl=en_AU
https://apps.apple.com/us/app/sophos-intercept-x-for-mobile/id1086924662
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2. Open the application up, and Accept and Continue for the Terms of Use.


https://help.abitsystems.com.au/uploads/images/gallery/2025-06/wydimage.png
https://help.abitsystems.com.au/uploads/images/gallery/2025-06/iToimage.png
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Welcome to Intercept X

Before getting started, here is some important legal information regarding the use of
this app.
By tapping ‘Accept and Continue',

(i) you acknowledge that Sophos will process your personal data as described in the
Saphos Group Privacy Notice,

Sophos Intercept X for Mobile Privacy Information (open in browser)

(ii} you confirm you have read, understood, and accepted the Sophos End User Terms of
Use

Sephos End User Terms of Use (open in browser)

Help make this app better by sending usage statistics and crash reports. »

CEPT AND CONTINUE

3. Allow the application to send you notifications.


https://help.abitsystems.com.au/uploads/images/gallery/2025-06/Omeimage.png
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This permission is required to use Intercept X

Allows the app to show notifications

Sophos Intercept X for Mobile must notify you about security issues and other events
requiring your attention,

I‘\

Allow Intercept X to send you
notifications?

Don't allow

ALLOW

4. If prompted, allow access to all files. This is for the anti-virus functionality. (If you want, you can
turn it off later)


https://help.abitsystems.com.au/uploads/images/gallery/2025-06/z3Bimage.png
https://help.abitsystems.com.au/uploads/images/gallery/2025-06/4VTimage.png
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All files access All files access All files access

Sophos Intercept X for Mobile must access all files on the device and any connected
storage volumes to detect and delete malware, and to write trace and log information.

1. Tap Allow below 1o apen the All files access Android settings page @

2. Search for Intercept X and turn on the All files access permission

3. Tap Back until you return to this page. Intercept X
223909
@ Intercept X Allow access to manage all files 0
Not allowed
(] Allow this app to read, modify and delete all files on this device or any connected
storage volumes. If granted, app may access files without your explicit

knawiedge.

+

5. If prompted, allow usage access. This is for the anti-virus functionality.


https://help.abitsystems.com.au/uploads/images/gallery/2025-06/Wd0image.png
https://help.abitsystems.com.au/uploads/images/gallery/2025-06/MQyimage.png
https://help.abitsystems.com.au/uploads/images/gallery/2025-06/tzaimage.png
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Protection against malicious apps

access for Sophos Intercept X for Mobile. This ensures that
annot be opened and protected apps ask for a password, To allow

usage access:

1. Tap Allow below 1o open the Apps with usage access settings.
2. Search for Intercept X and turn on the Apps with usage access permission.

3. Tap Baek until you return 1o this page.

% Google Play services
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i Google Play Store
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Usage access

®

SOPHOS.

Intercept X
9.7.3909

Permit usage access o

®

Usage access allows an app to track which other apps you're using and how often,
as well as your operator, language settings and cther details.

6. If prompted, allow to display over other passwords. This is for the password manager

functionality.



https://help.abitsystems.com.au/uploads/images/gallery/2025-06/MIzimage.png
https://help.abitsystems.com.au/uploads/images/gallery/2025-06/kv9image.png
https://help.abitsystems.com.au/uploads/images/gallery/2025-06/94Kimage.png
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Display over other apps I

Grant the “Display over other apps” permission for Sophos Intercept X for Mobile, This
ensures that malicious apps can't be opened and protected apps ask for a password

1. Tap Allow below to open the Display over ather apps Androld settings page
2. Search for Intercept X and turn on the Display over other apps permission.
3. Tap Back until you return to this page. I

@ Intercept X
Not allowed
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ALLOW
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Display over other apps

2]

Intercept X
9.7.3909

Allow display over other apps 0

®

Allow this app to display on top of other apps that you're using. This app will be
able to see where you tap or change what's displayed on the screen.

7. You should now see the home screen of Sophos Intercept X. Open the Hamburger menu at the

top-left, you should see "Authenticator".
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8. Go into the Authenticator, there should be nothing there, except a (+) bubble in the bottom right
of the screen. Tap that, and then "Scan QR code". The application may ask you to use the camera,
allow it access. This is just so you can scan the QR code.


https://help.abitsystems.com.au/uploads/images/gallery/2025-06/P63image.png
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9. You should now see a 6-digit MFA code that refreshes every 30 seconds or so with a new code.
All finished!

How do | turn off the anti-virus?

This is a bad idea, and it is generally recommended to have some form of malware protection. But
if you already use a malware protection on your device, or are technically adept enough, go into
the Settings in Intercept X, there are a lot of checkbox toggles to disable all functionality.
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